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Origin and History of RISK 
 

Origin and History of RISK 

� In ancient Italian “risicare” means “to dare”.  

� “Risk” is an option, not a fate. 

� “Risk” appeared in English in 1600s. 

 

RISK means 

� Loss and Cost  

� Opportunity  

� Advantage and Profit  

� Potential of Change  

 

E·R·MDevelopment of Risk Management 
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ISO31000 
Risk Management 

 

COSO 
Enterprise Risk Management 

 

Financial Risk Management 
 

� Long history of risk management with mankind  
� Risk Management started its application in insurance (Lloyd’s Coffee House) in 1600s. 
� Financial Risk Management (1980’s ~ ) – 2008 Financial Crisis 
� COSO Enterprise Risk Management – Integrated Framework (2004) 
� ISO31000 Risk management – Principles and guidelines (2009) 



E·R·MIntroduction 
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� Murphy’s Law  

� If any things simply cannot go wrong, it will anyway!  

� If anything that can go wrong, it will!  

� NOTHING is RISK FREE!!!  

� Principle of ALARP (ALARP)
 (ALARP: as low as reasonably practicable) 

 

E·R·MRisk Types in Risk Management 
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( ) 

( ) 
(911, Fukushima Nuclear Incident) 

(  / ) 

( ) 

( )  
(Three Mile Island, Chernobyl Nuclear Incidents) 

After Faber, M.H., (2006), Risk and Safety in Civil, Surveying, and Environmental Engineering, Swiss Federal Institute of Technology, ETHZ, Switzerland. 

-  Risk Management, Insurance, Contingency plan, and 
Crisis Management 

-  Can be managed by Insurance, Contingency plan 

- Can be managed by Insurance, Contingency Plan,     
and Crisis Management 



E·R·MCombination of Probability and Consequence 
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� Risk assessment 

� Quantitative  

� Qualitative 

� Semi-quantitative 

� Arithmetic Combination (multiplying product) 

� Consistency of accuracy (precision) 

� Risk Matrices  

� Process of prioritization (Target: Most efficient and economical process solution) 

E·R·M
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Hazard and Risk 
  

Hazard 
a source of potential harm 

Risk 
effect of uncertainty on objectives (ISO31000) 

• Hazards are tangible, real and often physical which can be normally seen and 
detected through direct measurement. 

• Risks are in the vain and normally materialized through loss, damage, or 
detrimental outcomes. 

• A hazard may mean different risks to different risk owners/stakeholders  



E·R·MNatural Hazardous Factors (Natural Hazards/Exposures) 
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Meteorological Events ( ) 
� Typhoons, hurricanes 
� Snow/ice storms 
� Storm surges  

Climatological Events ( ) 
� Drought, heat waves 
� Wildfires 

Hydrological Events ( ) 
� Floods/flash floods 
� Landslides/debris flows 

 

Geophysical Events ( ) 
� Earthquakes 
� Volcanic activity 
� Tsunamis 
� Landslides 

Geological Hazards ( ) 
� Ground subsidence 
� Radon gas 
� Karst 
� Groundwater 

Cosmic Events ( ) 
� Solar storms 
� Meteor impacts 

Biological Hazards ( ) 
� Pandemic diseases (SARS/Ebola) 

� Others (Birds strikes) 

E·R·MAnthropogenic Hazards (Man-made Hazards) 
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Sociological Hazards 
  

� Crime (Arson, Theft, Genocide) 

� Civil Disorder (Strike, Riot, 
Civil Commotion) 

� Terrorism and War 

Technological Hazards  
 

� Industrial Hazards (Explosion, 
Leakage, Mining Incident) 

� Facility Malfunction 
� Infrastructure Failure 
� Transportation Failure 

(Aviation, Marine, and Land) 

� Utility Failure (Power, 
Sanitation/Sewer) 

� CBRN Contamination 
(Chemical, Biological, 
Radiological, Nuclear) 

 

Economical Hazards 
 

� Collapse of Capital Market 
(Stock, Trading) 

� Recession 
� Collapse of Institutional 

Finance (Governments) 

Human Factors - Human Reliability 
 

� Negligence or Fatigue 
� Collusion 
� Error and Omission 

Political Hazards 
 

� Policy 
� Administration 
� Others 



E·R·MAll Hazards 
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All Hazards 

Natural Hazards Anthropogenic Hazards 

Energy Types: 
Meteorological Events 
Climatological Events 
Hydrological Events 
Cosmic Events 
 

None Energy Types: 
Geological Hazards 
Biological Hazards 
 
 
 

Software: 
Sociological Hazards 
Economical Hazards
Financial Hazards 
Political Hazards 
Human Factors 
 

Hardware: 
Equipment Malfunction 
Material Failure 
Infrastructure Failure 
Utility Failure 
Human-Machine Interface 

Interaction 

Risks 

Losses 

E·R·MRisk Convolution 
 

Different from 
Secondary Events 

( ) 

Scenario of Convolution 
 

� Combination ( )  
types of hazards 

� Severity ( ) 
scales of hazards 

� Sequence ( ) 
array of occurrence  

� Timing ( ) 
times of occurrence 

� Conditions ( ) 
malfunctioned 
mechanisms 

Exposure 
A 

Exposure 
B 

Exposure 
C 

Conditions 

6/24/2015 14 

Natural  
Factors/Hazards 

Anthropogenic 
Factors/Hazards 

Disaster / Catastrophe 

Interaction 

Hazards do not necessarily generate 
losses.  

Only their interaction with civilization 
will! 



E·R·MRisk Treatment 
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TREATMENT OF RISKS  
 

MAP OF RISK TREATMENT 
 

A
ccept 

(R
isk R

etention) 

Share 
(Risk Co-Ownership) 

Transfer 
(Change of Risk Ownership) 

Mitigate 
(Alteration of Risk Characteristics) 

Minimize 
(Reduction of Risk Consequence 
and/or Probability) 

Risk Increasing 

Low Medium High
Probability

Lo
w

M
ed

iu
m

H
ig

h
C

on
se

qu
en

ce

Mitigate 
• Re-design

• Avoid
• …. etc.

Transfer
Minimize

Share

Mitigate
Minimize
Transfer

Share

Mitigate
Minimize
Share
Transfer

Retain
Minimize
Share
Transfer

MHF

E·R·M

24.06.2015 

Three Pillars to Loss Prevention and Reduction 
  

Risk Management  
 

� All known hazards 
 

� Loss Prevention 
 

� Cost: High 
Operation: high  
Maintenance: high 

Contingency Plan 
 

� Known critical hazards 
 

� Loss Reduction 
 

� Cost: Low 
Operation: low  
Maintenance: Low 

Crisis Management 
 

� Unexpected critical hazards  
 

� Loss Reduction 
 

� Cost: medium High 
Operation: high 
Maintenance: Very low 

 

 



E·R·MWhy Risk Management – The Same Reasons for Risk Management To Fail! 

 –  
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� Loopholes in the process – Value Engineering 
 –  

� Bad judgment – political/business decision, staffing 
 – / ,  

� Human errors – erroneous reporting 
 –  

� Negligence – ignorance and gross negligence 
 –  

� Collusion – organized crimes 
 –  

� Change – internal and external  
 –  

� Equipment reliability 
 –  

� Uncertainty and unknown risks  
 

We need the best assurance available – 
Risk Management! 

!  

E·R·M

RISKS OF ENGINEERING PROJECTS 



E·R·MRisk Assessment/Management in Engineering 
 

24/06/2015 19 

� Dam Risk (Safety) 
Assessment/Management 

� Mid-20th Century 

� Dam Operation 

� Environmental Health Risk 
Assessment/Management 

� Late-20th Century 

� Health Impact 

� Tunneling Risk 
Assessment/Management 

� Early 21st Century 

� Tunnel Construction 

“No construction project is risk free. 
Risk can be managed, minimised, 
shared, transferred or accepted. 

It cannot be ignored.” 

Sir Michael Latham, 1994 

E·R·MLife Cycle of Infrastructures 
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� Life Cycle of 
Infrastructures 

� Main Phases 

� Programming 
� Design 
� Construction 
� Operation 
� Decommissioning 

� Primary Phases for 
Engineering: 

� Design 
� Construction 

Feasibility 
Study/Planning

Design Data 
Collection and 

Design

Design 
Contracting

Construction 
Contracting

/
/
/

Construction 
Method/Safety/Cost/ 
Schedule/ Change 

Order 
/Subcontracting

Testing 
Commissioning 

Warranty

/ /
/

Operation Safety/Finance
Maintenance/Repair

Decommissioning 
Work and Safety

Decommissioning
Planning and 

Design

Infrastructure 
Life Cycle

Concept

CAR/EAR
ALOP/DSU

PAR
BI
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� Relationships established 
by 

� Contracts 
� Governance  
� Liability 

� Some with same 
interests but in different 
priorities respectively 

� Some risks transferred 
via contracts 

� Each retains its own risks 

Project 
Owner 

Regulatory 
Agencies 

Financiers 
Bankers 

Third Parties 

Designers 
Consultants 

Project 
Management Contractors 

Suppliers 

Other 
Service 

Providers 

Insurers 
Reinsurers 

E·R·M
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Fundamental Engineering Practice 
 

Desk Work (Plan/Design) 
• Feasibility Study 
• Theory and Model 
• Analytical and Empirical Solutions 
• Experiments and Parameters 
• Modern Computation and Simulations 
• Standards and Codes 
• Safety Margins 
• Design Certification and Verification 

 

Field Work (Construction/Erection) 
• Licenses and Permits 
• Regulations, Codes and Specifications 
• Safety Protocols and Requirements 
• Construction Work and Management 
• Construction Supervision and 

Monitoring 
• Quality Control and Assurance 

Programs 



E·R·M
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Exposures and Risks of Engineering Practice 
 

 
Design 
• Substandard Data Quality 
• Limit of Information 
• Limitation of Tools 
• Limitation of Models 
• Human Errors and Negligence 

Construction/Erection 
• Natural Hazards 
• Human errors and Negligence 
• Defect of Material 
• Poor Workmanship 
• Risk of Change 

 

E·R·M
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Man-made variability and limitation of theory/model 
 

Limitation of Theory/Model Man-made Variability 

Natural variability and limited knowledge 
 

Data Scattering Formation Variation 

Variation over Space and Time 
 

Precipitation Variation over Space Precipitation Variation over Time 



E·R·MHow are Engineering Risks Managed? 
? 
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Principal’s Risks 
� Schedule delay 
� Budget overrun 
� Quality defect 
� Defective contract 
� Political issues 
� Compliance issues 
� Risk of change 
� Goal and mission 
� Natural hazards 

Consultant’s Risks 
� Faulty design 
� Design schedule delay 

 

Contractor’s Risks 
� Cost overrun/Schedule delay 
� QA/HSE (compliance) issues 
� Accidents and incidents 
� Third party liability 
� Natural hazards 

 

Site Supervision’s Risks 
� Quality issues 
� HSE issues 
� Integrity & ethics 

 

Consultant’s Risk Management 
� Quality Staff (experienced) 
� Models and theories 
� Data accuracy  
� Tools and techniques 
� Verification and validation 

 
 

Contractor’s Risk Management 
� Construction method 
� Manpower/Machinery/Material 
� Construction Management (QA/QC/HSE)  
� Construction monitoring 
� Third party protection 
� Contingency plans 

 

Whose risks? 
Whose resource? 
Who is managing?  

E·R·MRisk Owner-Specific Risk Category for EPC Projects 
EPC  

� Occupational Health 

� Occupational Safety 

� Occupational Environment 

� Schedule 

� Shareholders’  Interests 

� Quality 

� Cost 

� Third Party Liability 

Staff Workers  Principal  Contractor  

6/24/2015 26 
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RISKS MATERIALIZED – LOSSES  

E·R·MTunnel Failure Case – Cut-and-cover Section 
 –  

� Hangzhou Metro, China (15/11/2008) 
� 21 killed, 24 injured 
� Insurance loss:          CNY81,789,834 
� Failure in earth retaining system 

 

 
 

� Probable Cause: 
� Adverse environmental and geological conditions 
� Faulty workmanship 
� Possibly faulty design 

6/24/2015 



E·R·MTunnel Failure Case – NATM Section (Dia.: 18.5m) 
 – NATM  
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� São Paulo Metro Line 4, Pinheiros Station, São Paulo, Brazil (15/1/2007) 
� Failure at the access tunnel (collapse of crown and crushing invert) 
� 7 killed, delay 2 years 
� Probable Cause: 

� Poor management  
� Geology variation

E·R·M
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Collapse of Works During Construction 
 

 

During Forming Work 
Willow Island Power Plant (27/04/1978) 
 

During Reinforcement Work  
Haiyang Nuclear Power Plant (2/10/2009) 

Probable Causes 

Willow Island Power Plant (51 fatality) 
• New technology (Jump-form scaffolding) 
• Low concrete strength due to low temperature 
• Missing crucial bolts anchored to the concrete 

Haiyang Nuclear Power Plant (Official: 5 fatality) 
Detail not disclosed, probably poor support of formwork 
 
 



E·R·MFire During Building Construction 
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� CCTV North Tower, Beijing 

� Fire work ignited 
construction material 

� 2009/2/9 

� Tamweel Tower, Dubai 

� Cigarette butts ignited 
construction waste material 

� 2012/11/18 

 

� Residential Building, 
Shanghai 

� Renovation, 53 Fatality 

� 2010/11/15 

E·R·MEquipment Faulty Design at Nuclear Power Plant 
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� San Onofre Nuclear Generating Station (SONGS), San Diego County, CA, USA 

� January 2012 

� Premature excessive wear on heat transfer tubes of steam generator, fluid-induced 
vibration, leak of radioactive coolant 

� Faulty design on steam generator (the largest RSG in USA by Mitsubishi) 

� Potential Gross Negligence on design analysis/modeling of steam generator 

� Potential loss of more than USD 4 billions 

� 24 July 2013, permanently shut-down  



E·R·MHeavy Lifting and Hoisting – Review of Taichung Metro 
Accident on 10 April 2015 (From Risk Management Points of View) 
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Accident Fact Sheet: 

� Taichung Metro Green Line (10/04/2015) 
� Erection of girder at curved section 
� 4 fatality, 4 injured 

From risk management points of view: 
� Erection method statement (Lifting Plan) 
� Erection execution – HSE staff and construction supervision 
� Traffic control – restricted area security 

E·R·M

THE CHANNEL TUNNEL 
 LE TUNNEL SOUS LA MANCHE 

 



E·R·MThe Channel Tunnel (The Chunnel) 
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� A BOT (Build-Own-Transfer) project 

� Construction from 1988 to 1994, at a cost of £4.650 billion, 80% over its original budget 
and a schedule delay of 19 months 

� Operation from 1994 to 2086 (originally to 2051), an initial over-optimistic financial plan 
with a traffic projection way off marks leads to financial difficulty in operation 

February 1986 The Treaty of Canterbury signed allowing the project to proceed 
June 1988 First tunnelling commenced in France 

December 1988 UK TBM commenced operation 
December 1990 The service tunnel broke through under the Channel 

May 1994 The tunnel formally opened by Queen Elizabeth II and President Mitterrand 
Mid-1994 Freight and passenger trains commenced operation 

E·R·MEngineering Features of The Channel Tunnel 
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� Tunnels primarily (85%) in chalk marl  

� Two 7.6m-diameter rail tunnels, 30m apart and 50km in length 

� One 4.8m-diameter service tunnel between two rail tunnels 

� 3.3m-diamter cross-passage tunnels (375m apart) linking to service tunnel 

� 2m-diameter piston relief ducts (250m apart) linking two rail tunnels 

� Two undersea crossover caverns connecting two rail tunnels 

� 6 tunnel construction faces (3 from England and 3 from France) met halfway under sea

 

 



E·R·MThe Financial Issues 
 

24/06/2015 37 

� Cost overrun – schedule delay and claims 

� Over-optimistic passenger volume projection – overall one-third of prediction 

� Growing competition 

� Counter-reaction of ferry industry – lower prices and better ships 
� Emergence of low-cost (no-frills) airlines – rock-bottom prices of short-haul trips to 

many European and England cities 

� Extension of concession period to 2086 

� Finance restructuring to avoid bankruptcy 

� Lack of contingency resources 

E·R·MLesson Learned – The Political Issues 
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� Establishment of The Intergovernmental Commission (IGC) by UK and French 
Governments to set project scope, approve design, mandate standards of 
safety/health/design/specification/quality, and coordinate various activities of 
management/construction/operation  

� Funding/budget is not IGC’s responsibility 

� Democratic system: lengthy decision-making process (IGC belated process) for 
deliberation to cause delays  

� IGC’s changes of project scope not considering original concession content  



E·R·MLesson Learned – The Management Issues 
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� Lack of defined Project scope 
� Over-optimistic initial financial plans 
� Over-optimistic on risk impacts assessment at project initiation phase 
� Unhealthy involvement of bankers 
� Conflict of interest from fixed-price contract approach and risk management 
� Risks of fixed-price contract in project bidding, awarding, and execution (claims) 
� Difficult system integration from English and French specification/culture/practice 
� Loss of teamwork and spirits at later phase 
� Poor communication among stakeholders 
� Intertwined stakeholders’ relationships lead to conflict of interests  
� Failure to align stakeholders’ interests   
� Inadequate management of change 

E·R·MLesson Learned – The Engineering Issues 
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� Tunnel construction completed 3 months ahead of schedule 

� No major engineering setbacks during construction  

� Technical problems occurred but were solved rather smoothly 

� Much attention given to technical risk management in early phases 

� Engineering risks were better understood than risks regarding organizational structures, 
contracts, and finance 

 



E·R·MLesson Learned for Risk Management 
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� Importance of contingency resources for known and unknown risks 

� Alignment of interests among stakeholders (and risk owners) 

� Risk management resources shall be distributed properly among engineering, 
management (contract and communication), and finance 

� Stakeholders’ risk appetites, objectives, and priorities shall be clearly and properly 
addressed in risk management plan 

 

E·R·M

PRACTICE OF  
ENGINEERING RISK MANAGEMENT 



E·R·MIntroduction of ISO31000 (CNS31000) 
ISO31000  

24/06/2015 43 

� Observed by England, EU, Australia, New Zealand, 
Malaysia, Singapore, China and etc.  

� Not for certification – only as principles and guidelines 

� Integration of risk management with organization’s 
overall management system 

� Organization’s culture of risk management  

� ISO 31000:2009 Risk management -- Principles and guidelines 

� ISO Guide 73:2009 Risk management -- Vocabulary  

� ISO/IEC 31010:2009 Risk management -- Risk assessment techniques  

 
Risk Management (Definition by ISO31000): 
Coordinated activities to direct and control an organization with regard to risk 

E·R·MContent of ISO31000 (CNS31000) 
Risk Management – Principles and Guidelines  
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� Foreword 

� Introduction 

� Scope 

� Terms and definitions 

� Principles 

� Framework 

� Process 

� Annex A: Attributes of 
enhanced risk 
management  

� Bibliography 



E·R·MContent of ISO31010 (CNS31010) 
Risk Management -  Risk Assessment Techniques  
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� Foreword 

� Introduction 

� Scope 

� Normative reference 

� Terms and definitions 

� Risk assessment concepts

� Risk assessment process 

� Selection of risk 
assessment techniques 

� Annex A Comparison of risk 
assessment techniques 

� Annex B Risk assessment 
techniques 

� Bibliography 

E·R·MRelationships between Principles, Framework, and 
Process in ISO31000 ,  
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Principles 
� Create and protect values
� An integral part of organizational processes 
� Part of decision making 
� Address uncertainty explicitly 
� Systematic, structured, and timely
� Based on the best available information 
� Tailored 
� Consider human and cultural factors 
� Transparent and inclusive 
� Dynamic, interactive and responsive to change 
� Facilitate continual improvement and 

enhancement of organization 

Mandate and commitment

•
Understanding the organization and its context

•
Establishing risk management policy

•
Accountability

•
Integration into organizational processes

•
Resources

•
Establishing internal communication and reporting mechanisms

•
Establishing external communication and reporting mechanisms

Design of framework for managing risk

Continual improvement 
for the framework

•
Implementing the framework for 
managing risk

•
Implementing the risk 
management process

Implementing 
risk management

Monitoring and review of the framework



E·R·MProcess – ISO31000 Risk Management 
ISO31000  
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� An integral part of risk 
management  

� Embedded in the culture and 
practice 

� Tailored to the business 
processes of the organization 

� Contents 

� Communication and 
consultation 

� Establish the context 
� Risk assessment 

(ISO31010) 
� Risk treatment 
� Monitoring and review 

E·R·MProbabilities of Engineering Risks 
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� Preferably and theoretically derived from a complete set of database (probability density 
function, pdf)  

-  

� Most likely lagging performance indicators 

� Definition of Probability – by frequency of loss occurrence? Over a year, a project time, or 
the task of risk? 

-  

� Biased by the expert’s experience and expertise – expert’s opinion 

� Issues arising for cross-discipline integration 
 

 



E·R·MConsequences of Engineering Risks 
( )  
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� Consequence at Loss Value:   PML / MPL / MFL / ML / PL 

� Maximum Possible Loss 
� Maximum Probable Loss 
� Maximum Foreseeable Loss 
� Maximum Loss 
� Probable Loss (Probability) 
� Possible Loss (Probability) 
� Loss at 5% (?) exceedance 

� Project specific consequence estimation 
 

� Issues arising for cross-discipline integration 
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Risk Stakeholder

Project 
Owner

Risk 
Bearer

Risk 
Owner

65

43

2

1

7

8

99
Risk StakeholderRi k St k h ld
Non-Risk Stakeholder

1      2      3      4      5      6      7      8      9
Highest          Effectiveness Ranking of Risk Management Work          Lowest

Participation of Client of Risk Management Work

Risk Ownership 
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Some risks can be retained only by certain 
risk owners – Political responsibility by 
government agencies 

Risk owners should frequently assess the 
accumulated loss potential retained 
against his capacity. 

RESPONSIBILITY OF RISK OWNERS 
 

Risk owners should always maintain the 
accumulated loss potential retained 
BELOW his capacity. 

Risk Owner (ISO31000)  :   
Person or entity with the accountability and authority to manage a risk  

� Merging final risk bear with risk owner  
� Aligning the liable with the responsible  



E·R·MCost Benefit Analysis on Risk Management Work 
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Risk Management is to maximize the R-factor. (R  

� Cost-Benefit Analysis should be part of the risk assessment.  

� But whose benefit and risk are managed?  

� And at whose cost and resource?  

� Is it economically logical to reduce one’s risk at the other’s cost?  

Benefit 
Cost 

Risk Managed  
Resource Spent  R 

The most economical, effective and efficient way to manage a 
risk is by the Risk Owner who is also the Risk Bearer. 

, ,  

E·R·MIssues Missing in Most Engineering Risk Management 
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� Whose risks? 
� Same hazards may mean different risks to different stakeholders 
� Shared interests may not have the same priorities in different stakeholders 
� Different retained risks for different stakeholders 

� Whose resources to treat the risks? 
� Is the resource used effectively? 
� At whose expense? 

� Who’s managing the risks? 
� Risk owners may not be the risk bearers 
� Risk owner may not have the capability 

� Who’s making the risk management plan? 
� For whom this risk management plan is? 
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CONCLUSION 

E·R·MSpectrum of All-Risk Management  
  

Known Risks Unknown Risks 

Consequence 

Maximum Loss 
(ML) 

Catastrophic Loss 
(CL) 

Catastrophic Loss 
(CL) 

Retainable Loss 
(RL) 

Retainable Loss 
(RL) 

Higher Consequence Higher Consequence 

Risk Management  

All Risks 

Contingency Plan 

Business Continuity Plan 

Crisis Management 

Acceptable Loss 
(CL) 

Acceptable Loss 
(CL) 

Executive Decision on levels of losses: 
Acceptable Loss: Level defined with ALARP principle 
Retainable Loss: Level of loss with minor impact to business operation 
Catastrophic Loss: Level of loss with major impact to business operation 
Maximum Loss: Level of loss with total destruction to business 6/24/2015 54 



E·R·MA Comprehensive Framework of All Risk Management  
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Relationship among: 
� Risk management 
� Contingency management  
� Crisis management  
� Business Continuity management 

 

Loss Prevention Loss Reduction 

Risk Management 

Crisis 
Management

Incident Accident 

Business 
Continuity 

Management 
Business Continuity Plans

Contingency 
Management 

Emergency Response Plans

DRP 

Start of Incident 

Mandate and commitment

•
Understanding the organization and its context

•
Establishing risk management policy

•
Accountability

•
Integration into organizational processes

•
Resources

•
Establishing internal communication and reporting mechanisms

•
Establishing external communication and reporting mechanisms

Design of framework for managing risk

Continual improvement 
for the framework

•
Implementing the framework for 
managing risk

•
Implementing the risk 
management process

Implementing 
risk management

Monitoring and review of the framework
Disaster Recovery Program (DRP) 

Before Incident 

After Incident 

E·R·MFour Pillars for Business Sustainability 
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Risk Management  
 

 

� All known risks 
 

� Loss Prevention 
 

� Cost: High 
Operation: high  
Maintenance: high 
 

Contingency Program  
 

� Key known risks 
 

� Loss Reduction 
 

� Cost: Low 
Operation: low  
Maintenance: Low 
 

Crisis Management  
 

 

� Unexpected critical risks 
 

� Loss Reduction 
 

� Cost: medium High 
Operation: high 
Maintenance: Very low 
 

Business Continuity 
Program  

 
� Unexpected critical risks 

 

� Loss Reduction 
 

� Cost: very High 
Operation: Very high 
Maintenance: high 



E·R·MAll-Risk Category 
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Loss Reduction Application 
(  

Risk Management/Enterprise Risk Management (Contingency Plans) 
Business Continuity Management (Business Continuity Plans) 

Crisis Management  

All Risks  

Insurable Risks  Non-insurable Risks 
 

• Competition (Loss of 
Market/Order, Advanced 
Technology) 

• Reputation Damage 
• Poor Management 
• Poor Strategy 
• Market/Price Downturn 
• Part of Exclusions 
• Unknown Risks 
 

Insured Risks  Not insured Risks 
 

For example: 
• Business 

Interruption 
• Terrorism 
• Part of Exclusions 

etc… 
 

Indemnifiable 
Losses

 
Insurance Liability 

for 
• Known Risks 
• Unknown Risks 
 

Non-indemnifiable 
Losses

 
• Deductibles 
• Loss over limits 
• Under-insurance 
• Depreciation 
 

Lower-level      Management Risk Ownership (      Higher-level 
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� Increasing number of events and amounts of losses 
  
� Increasing number of extreme events and magnitudes of severe weather 
 ( ) ( )  
� Trend of more losses and higher loss amounts than historical record on engineering risks 
 ( ) 
� Abnormal becomes normal – facing the unexpected: Contingency Plan & Crisis Management 
  –  :  



E·R·MConcluding Remarks for Risk Management 

� Murphy’s law, “If anything can go wrong, it will.” 

� Nothing is risk free but risk can be managed. 

� To risk owners, risks reveal themselves in two ways:  

� Cost – price for risk management and treatment 
� Loss – price for lesson learned 

� Contingency plan should be a part of risk management program. 

� Always do All-Risk Management. 

� Ask not for the price tag of a good risk management, but do ask for the one 
without! 

� The essence of risk management is to manage risks to the greatest extent with 
minimum resources. 
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